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Abstract 
E-government security is considered one of the crucial factors for achieving an 
advanced stage of e-government. As the number of e-government services introduced 
to the user increases, a higher level of e-government security is required. This paper 
firstly presents a review of ICT management in the public sector, information security 
management and e-government in recent literature by focusing on issues and trends in 
developing countries. The paper then proposes a conceptual framework for e-
government security management within the context of developing countries.. The 
framework addresses relevant variables from security, cultural, managerial and 
organizational perspectives. This paper contributes to the e-government literature by 
establishing an analytical framework for understanding, clarification and investigation 
of the management issues involved in improving e-government security in 
technologically-developing countries. This is an issue which has not yet been widely 
addressed in the open literature. 
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1 Introduction 
Public and private organizations are facing a wide range of information threats. 
Information security is a crucial component in their information systems. With their 
increasing reliance on technologies connected over open data networks, effective 
management of information security has become one of the most crucial success 
factors for public and private organizations alike. Requirements and guidelines for 
effective information security management practices are a prerequisite of e-
government in order to promote the necessary steps to ensure successful outcomes. 
 
Globally information security best practices and trends are similar. When it comes to 
applying these best practice approaches to specific applications, however, localized 
variables and limitations need to be emphasized. This is the case when we consider 
the application of generic best practices to a specific country, particularly a country 
which may be considered as still developing technologically. 
 
Studies have shown that there is a link between security issues, e-government and 
management (Dhillon and Backhouse, 2001; Dhillon and Torkzadeh, 2006; Heeks, 
2003; 2006; Siponen and Oinas-Kukkonen, 2007; von Solms, 1999). Studies have 
also shown that non-technical issues are as important as technical issues in 
safeguarding an organization’s sensitive information (Dhillon and Torkzadeh, 2006; 
Siponen and Oinas-Kukkonen, 2007). The importance of non-technical issues related 
to security management, however, is de-emphasized in many studies which tend to be 
quantitative by nature (Siponen and Oinas-Kukkonen, 2007). Particularly, with 
respect to developing countries, there is a resulting lack of attention in the open 
literature on factors such as the national and organizational culture, environment and 
level of awareness and how these factors relate to generic attitudes towards 
information security and its management. 
 
This paper reviews the existing e-government literature and issues. These issues are 
introduced and analyzed in terms of how they relate to e-government security by 
describing them in an information security management framework.  
 
2 E-government concept 
The concept of an e-government system is to provide access to government services 
anywhere at anytime over open networks. This leads to issues of security and privacy 
in the management of the information systems. Managing such issues in the public 
sector has different emphases than in the private sector. The broader e-government 
approach is socio-technical by nature, involving people and processes as well as 
technologies; hence, particularly in transitional countries, the social culture and 
characteristics of the country are factors in successful e-government development. In 
the open literature there are four distinct aspects to e-government. The remainder of 
this section gives an overview of this literature. 
 
E-government systems 
E-government can be defined as government use of information technologies in order 
to communicate externally in the public sector (with citizens and businesses) and 
internally (with other government departments) (Ebrahim and Irani, 2005; Gilbert et 
al., 2004; Heeks, 2006; WorldBank). Accenture (2001) and Ebrahim (2005) give 
measures for the level of e-government development. 
 
Articles on e-government in some leading countries have been published (Lam, 2005; 
Norris and Moon, 2005; Pina et al., 2005). A relationship model of e-government 
integration has been proposed arguing that the development of effective relationships 
between central government, individual government agencies and users of e-
government services are critical to successful e-government integration. Those 
barriers show that both technical and non-technical issues should be considered when 
implementing e-government integration. 
 
A barrier frequently cited is the need to ensure adequate security and privacy in e-
government (Conklin, 2007; Ebrahim and Irani, 2005). Because of the specifics of 
process in public administration, security models and process models have to correlate 
(Wimmer and von Bredow, 2001). Norris and Moon (2005), Ebrahim and Irani (2005) 
and Wimmer and Bredow (2001) have all published articles concerning security and 
privacy issues in e-government. It is noted that, in fact, e-government itself has 
become a major contributor to these issues due to its basic concepts of openness and 
availability. 
 
Information management in the public sector 
Information management in the public sector is relevant because relationships with 
external clients of e-government systems need to be carefully managed. Public 
organization researchers argue that governments operate in a different environment to 
private organizations and, hence, require different approaches. Much has been 
published in the literature on this topic (Caudle, 1991; Fryer, 2007; Joia, 2003; Moon, 
2000). Several characteristics have been identified. The public sector is characterized 
by the absence of economic markets for final product outputs. The sector relies on 
government appropriations for financial resources. This reliance produces another 
constraint, political influence.  
 
Specialized forms of accountability may be required that are not typically faced by 
private sector firms (Bozeman and Bretschneider, 1986; Bretschneider, 1990; Rainey 
and Steinbauer, 1999). The Public Management Information System (PMIS) 
framework differs from conventional Management Information Systems (MIS) 
frameworks by emphasizing environmental factors rather than internal characteristics 
of the organization (Bozeman, 1987). This indicates that both public and private 
sectors are affected by the external factors such as the economic and political 
authority. However, the public sector seems to be more influenced by those factors 
than the private sector. Conklin (2007) argues that the differences in these 
environments play a significant role in the diffusion of technology in e-government 
settings. It is for this reason that the private sector model can be viewed as inadequate 
as a basis for management (Stewart and Walsh, 1992).  
 
Hutton (1996) argues that public sector organisations have a number of specific 
characteristics, which may have an impact on any change management exercise. 
Some of these include: rigid hierarchies; culture; changes in policy direction can be 
sudden and dramatic; overlap of initiatives; wide scope of activities; and staff are a 
crucial part of public sector organisations. These unique characteristics shape 
transactions between public organizations and citizens, as well as organizational roles, 
structures and processes. Another critical point is that the public sector is highly 
sensitive to any information security incident. Although such incidents might be not 
related to e-government, they can have a negative impact on the adoption and 
implementation of e-government applications. 
  
Information systems management 
From an historical perspective von Solms (2000; 2006) discusses the evolution of 
information security management systems (ISMS) approaches over the last forty to 
fifty years by dividing its development into four waves. Although this evolution 
concept was developed from the perspective of the technologically-developed 
countries, it is a very useful timeline tool for describing ICT in currently transitioning 
countries. Each wave describes the general approach to information technology and 
its management for the given time periods. This concept of a path of ICT evolution 
can play a significant role in our understanding of the differentiators in ICT 
technology and the maturity of the information security management system settings 
in countries which are still in a state of transition somewhere along this path.  
 
Security is traditionally concerned with information properties of confidentiality, 
integrity and availability. These properties underpin services such as user 
authentication, authorization, accountability and reliability. Much has been published 
on the changing role of information security (Dhillon and Torkzadeh, 2006; ISO/IEC, 
2005; von Solms, 2000; 2005; 2006) as its general perception has transformed from 
the purely technical in the 1970s to its current mainstream role in organizations.  
 
In the broader sense information security involves people as well as technologies. A 
small number of publications in the literature address the social acceptance of security 
technologies, known as the organizational security culture (Dhillon, 1999; May and 
Lane, 2006; Ruighaver et al., 2007; Siponen and Oinas-Kukkonen, 2007). Information 
security standards are well represented in the open literature (Hone and Eloff, 2002; 
Saint-Germain, 2005; von Solms, 1999; 2005). These standards attempt to describe 
the various processes and controls needed for successfully implementing an 
information security policy, rather than advising what the policy should look like 
(Hone and Eloff, 2002). In general these standards have been developed through the 
experiences of leading technological countries.  
 
Country context 
A key aspect is the country's context where the phenomenon is deployed and operates. 
A developing country is generally defined as one that has a per capita gross national 
product less than USD$ 2,000 (Ball, 1990). Nearly 80% of the world's population is 
living in developing countries. The developing terminology doesn't imply that all 
developing countries are experiencing similar development. Each country has its 
unique setting and constraints such as political and economic ones. Ultimately, those 
constraints will impose different issues relevant to e-government security 
management. It has been suggested that in an environment of low level of 
democratization initiatives and low level of e-government readiness, there would be 
less emphasis on privacy, security, and confidentiality issues (Nour, 2007). It is, 
therefore, necessary to gain an understanding of cultural dimensions that cover both 
organizational and national culture (Mendonca, 1996; Molla, 2005; Ciganek, 2004; 
Hofstede, 2001) by taking into account the overall context in which e-government 
operates. 
 
According to Heeks (2002; 2003) most ICT programs such as e-government in 
developing countries fail with 35% being classified as total failures and 50% partial 
failures. The author attributes these figures to the gap between the current reality 
(physical, cultural, economic and other contexts) and the design of the ICT program - 
the greater the gap, the greater the chances of failure. Security has always been 
identified as one of an information system's important components. Contemporary 
information assurance management recognizes the imperative to include people and 
processes, as well as the more traditional technology security issues, in ensuring the 
quality of information in all modern organizations. To a large extent technological 
solutions for the majority of security issues have been previously developed. There 
are however still many application challenges, the people and processes components 
of information assurance management. This leads to the need for the socio-technical 
approach to focusing on these issues in the required context for technologically-
developing countries. 
 
ICT in developing countries is generally under-represented in the open literature. A 
few publications fleetingly concede that there can be major issues with transitional 
countries developing their systems, but the subject is not treated in any depth or 
breadth. Given the widespread prescription of IT, particularly e-government for 
developing countries, the urgency of their needs, and the often paucity of their 
economic resources, it would be useful to understand in depth the factors and issues 
that underpin them. Yet there are very few published empirical studies directly 
addressing the issue.  
 
3 The analytical framework 
The four aspects or themes mentioned in Section 2 define an e-government security 
framework within which we explore e-government security management in 
developing countries. Such aspects situate the e-government security concept within 
the broader framework of social and organizational theory. Goldkuhl and Lyytinen 
(1982) described information systems as “technical systems with social implications”. 
The concept of the socio-technical approach is built on the assumption that 
information system development involves the design of a work organization where its 
information system has to be compatible with the surrounding social system, that is, 
the user and the organizational environments (Lyytinen, 1987). This means that a 
socio-technical model should combine the features of the information system, the user 
and the organizational environments. It is recognized that technical and organizational 
systems are equally important and that the lack of fit between social and technical 
systems is the primary cause of information systems problems (Iivari and Hirschheim, 
1996). 
There are several models of information security in the literature that are based on the 
concept of the socio-technical approach. The Security By Consensus (SBC) model has 
been suggested by Kowalski (1994). Dhillon (2000) discusses how socio-technical 
system approaches can be combined with usability engineering in the design of 
information systems. Eloff and Eloff (2003) argue that an information security 
management system (ISMS) consists of many aspects such as policies, standards, 
guidelines, codes of practice, technology, human issues, legal and ethical issues. The 
Ives et al (1980) model of information systems (IS) research is widely known and 
discussed in the information system management literature. The model distinguishes 
between three information system environments (user, IS development, and IS 
operations environments) and three information system processes (use, development, 
and operations processes). The environments component defines the resources and 
constraints that dictate the scope and form of information systems and IS processes.  
 
We have chosen the Ives et al (1980) model to appropriately identify the 
differentiators and requirements needed to be considered by nations for effectively 
maintaining their information security systems. This choice was made for a number of 
reasons. First, information security management is considered as a main component 
of information management systems. Second, the model is well established and 
several researchers have used this model to tackle different information system issues. 
Third, its credibility is established for understanding more practical aspects of 
information systems (Lyytinen, 1987). Finally, due to its comprehensiveness the 
model will enable us to view the information security issues in the context under 
study. 
 
In order to identify the key factors of information security in the public contexts, a 
conceptual framework that helps us to categorize such factors and understand their 
environment is needed. The literature on the four aspects (e-government, information 
security management, IT management in the public sector, and the country context) 
has suggested several factors that may influence the success of e-government security 
management. Based on the Ives et al. (1980) model we have identified four major 
components that are widely believed in the open literature to have the potential to 
significantly impact on the protection of organizations' information assets. The four 
components are: security culture, managerial, information security infrastructures and 
change management. 
 
The conceptual framework theorizes a strong relationship between the effectiveness 
of e-government security management in terms of the basic security criteria 
(availability, integrity, confidentiality and accountability) and the conceptual 
framework components which are security culture, managerial and information 
security infrastructure. We have formulated these as propositions to be investigated in 
the developing countries’ context. Figure 1 depicts the conceptual framework 
showing its components and placing the related propositions. These key components 
are reviewed in the remainder of this section from the recent literature. 
 
 
Figure 1: Framework of information security management factors 
 
 
Security Culture  
Security culture represents the prevailing attitude towards approaches to a secure 
organizational environment. Regulatory intervention is particularly important in 
formulating rules for using and protecting information assets. These factors are 
affected by legislative and regulatory frameworks, and national and organizational 
cultures. 
 
Organizational and National culture  
In some studies the security culture was observed as part of national culture (Chaula, 
2006) whilst in others there was a specific focus on the culture of the organization 
(Chang and Ho, 2006; Chang, 2007; Ruighaver et al., 2007; Vroom, 2004). Vroom 
and von Solms (2004) argue that including security practices in the organizational 
culture proactively and spontaneously for day-to-day operations has a positive affect 
on the success of the organization.  
At this stage our focus is on the national culture. The differences in national culture 
may explain differences in the effectiveness of information security management at 
the organizational level. Hofstede (2001) identified five dimensions of national 
culture: power distance, uncertainty avoidance, individualism, masculinity, and time 
orientation. Raman and Wei (1992) concluded that culture had a significant impact on 
how technology meeting systems were perceived, used, and adapted. The cultures of 
developed countries such as Australia, the United States and the United Kingdom are 
similar, and differences in information security issues between these countries and 
developing countries such as the Gulf Cooperative Council (GCC) (Saudi Arabia, 
Bahrain, Kuwait, Qatar UAE and Oman) might be explained by cultural differences 
(Watson et al., 1997). Developing countries encounter cultural and social obstacles 
when attempting to transfer technology, created abroad, into practice at home (Yavas, 
1992).  
 
It is not conclusive that cultural traits such as masculinity, power distance, traditional 
values and conservatism can affect decision making and employee involvement in 
developing countries and hinder the effectiveness of information security programs 
there. Kanungo and Jaeger (1990) argued that the socio-cultural environment of the 
developing countries, when compared to the developed countries, is relatively high on 
uncertainty avoidance and power distance, and relatively low on individualism and 
masculinity. These factors may tend to reinforce resistance to ICT among developing 
countries and, consequently, contribute to a lack of compliance to relevant measures 
or controls that would be implemented to safeguard an organization's information 
assets.  
 
Proposition (1): A public organization’s culture may have an impact on e-government 
security effectiveness. 
 
Proposition (2): National culture may have an impact on e-government security 
effectiveness. 
 
Legislation on security and privacy 
Legislation and laws should provide the basis for ensuring an adequate level of 
compliance to international regulations and laws as well as giving internal direction. 
Recent regulatory developments on the liability of enterprises and management, such 
as the USA Sarbanes-Oxley Act (2002), the Australian equivalent, the Corporate Law 
Economic Reform Program (CLERP9) (CLERP9, 2004) and the requirements stated 
in Basel II, 2005 (Pinder, 2006)  have made senior executives more accountable for 
ensuring the quality of organizational information, which is achieved through 
effective information assurance management. The increased demand from society for 
the protection of privacy and personal data has led several countries to develop their 
own privacy laws, for example the Australian Privacy Act (1988) (AU, 1988) and the 
European data protection directive (EUDP, 1995). 
 
Many developing countries have yet to consider adopting adequate legislation related 
to information security management, laws that criminalize cyber attacks and enable 
police to adequately investigate and prosecute such activities (UN, 2005). In addition, 
many do not have privacy or network security laws or regulations which could be 
used to take action against the misuse of ICT resources (Aljifri et al., 2003; Bakari et 
al., 2005; Shalhoub, 2006).  
 
This implies that many developing countries are not only limited in taking action 
against intruders targeting their information assets but also against intruders who 
might use their country’s information network as a base to perform illegal activities 
globally. This type of activity is a major issue in the information age. This presents 
another potential fundamental difference between developing countries and developed 
countries in terms of the existence and absence of the necessary regulations and laws 
to ensure a higher level of compliance. 
 
Proposition (3): The existence of relevant regulations and laws has an impact on the 
effectiveness of e-government security management. 
 
Management 
Information assurance also depends on the management rules, responsibility, 
awareness and commitment of senior management and users, and relevant policies. 
These factors are affected by a variety of issues such as available budget, information 
security management standards and skilled staff. 
 
Management commitment  
Organizations can avoid losses related to computer breaches if more commitment and 
deterrence is given (Dhillon, 1999). The organizational commitment is affected by 
organizational culture, individual factors, sector and managerial level as key 
determinants of organizational commitment (Moon, 2000). Key to the success of the 
commitment planning process is that commitments are defined and measured in 
objective terms (Singleton et al., 1988). The effective development of the information 
security program is carried out on the basis of the contractual attitudes between the 
organisation stakeholders (senior management, technical staff, users, third parties). In 
order to determine effective information security management implementation 
practices it is important that all stakeholders contribute to the information security 
program. An adequate policy clearly identifies goals, procedures, processes, 
responsibilities and provides direction to all stakeholders (Fulford and Doherty, 2003; 
Ruighaver et al., 2007; Saint-Germain, 2005). In this way, inconsistent or conflicting 
behaviour can be avoided.  
 
In many developing countries there is still a need for more effort regarding 
developing ICT policies (UN, 2005). For example the absence of ICT security policy 
and its enforcement has been viewed as a major cause of fragmentation in the rules, 
procedures and practices leading to inadequate information security programs (Bakari 
et al., 2005; Tarimo, 2006). This allows us to propose that the likelihood may be 
greater in developing countries, where in general policies are not in place, that a lower 
level of organizational commitment prevails than in developed countries. 
 
Proposition (4): The success of e-government security requires a strong and 
continuous management commitment. 
 
Skills and training 
Skilled staff and adequate continuous training programs have been recognized as an 
important factor for the success of information security programs (Ho, 2002; Norris 
and Moon, 2005). Hinnant and Welch (2003) argue that increasing the level of 
computer self-efficacy through training or ICT specific education may serve to 
influence managerial perceptions of broader ICT initiatives within public 
organizations. 
 
Generally in developing countries, even when the need for security is recognized, 
management decisions are limited by scarcity of budget and technical personnel (Rao, 
2002; Tarimo, 2006; Timo Wiander et al., 2006). This is a significant problem for 
transitioning countries. The issue has been attributed to the fact that developing 
countries generally lag behind in a modern education system that could build robust 
human capital (Salman, 2004). Insufficient training can lead to misuse of the 
electronic processes hindering the potential benefits that might be attained by this new 
model. 
 
Proposition (5): Insufficient skills and training can lead to misuse of the electronic 
processes hindering the potential benefits that might be attained by e-government. 
 
Awareness 
In order to minimize end-user errors, Siponen (2000) introduced a conceptual 
foundation for organizational information security awareness programs. Siponen 
concluded that in order to achieve an effective awareness program, such a program 
should satisfy the behavioural theory requirements and explain to the end-user why 
they should follow security guidelines. User awareness is always viewed as a focal 
component and challenge in any ICT system but in the context of developing 
countries this is a significant issue. Abu-Musa (2007) gives an example of the result 
of lack of security awareness and other reasons, where organization employees 
conducted activities such as: deliberate and accidental entry of bad data; sharing of 
passwords; introduction of computer viruses; suppression and destruction of output; 
unauthorized document visibility; directing prints and distributed information to 
people who are not entitled to receive them.  
 
Another focal point is that senior managers and users may not be aware of the security 
challenges. Each one of them holds certain assumptions, attitudes and values towards 
the information system implementation and use processes. This can lead to a 
mismatch of priorities between the organisation and its staff as end users. As a 
consequence the lack of senior managers' awareness might hinder their willingness to 
commit sufficient resources. On the other hand, there are the users who might misuse 
the system due to the absence of a proper awareness program.  
 
This issue has been identified in developing countries where there is a major gap in 
understanding between ICT staff and senior managers (Bakiri, 2007). This implies a 
cultural gap between the organization's stakeholders which is significant enough to 
affect the information security program effectiveness.  
 
Proposition (6): Senior managers and user awareness are focal components to e-
government security management effectiveness. 
 
Information Systems structure  
According to Heeks (1999) there are three possible approaches to information systems 
responsibilities: Centralized decisions are taken at the most senior or central level; 
Decentralized decisions are taken at some level lower than the most senior; typically 
by individual work units within the organization or even by individual staff; and 
Core-periphery decisions are taken at both senior and lower levels, either separately 
or in an integrated manner. Heeks suggests that Core-periphery is most effective for 
ICT usage and information systems development (Heeks, 1999).  
 
In developing countries governments often exert more influence over industries and 
organizations, for example controlling access to key resources and setting costs. In 
developing countries a heavily-centralized management approach is most likely to be 
favoured over a decentralized one. This centralized approach usually forces 
organizations to accept limited information security solutions that might not fit their 
real needs (Atiyyah, 1999). 
 
Proposition (7): The information systems structure has an impact on the success of e-
government security management. 
 
Integration  
Integration is the extent to which there are coordination and control procedures across 
different functions of the organization and other organizations (Scholl, 2003; Currie, 
1996; Lam, 2005; Ebrahim and Irani, 2005). Issues such as different security models, 
data ownership and e-government policy evolution have a negative impact on e-
government security. Another factor that influences the success of e-government 
security is the culture of the public agency in which it is developed. New processes of 
e-government, at different levels within the public organization, demand full 
coordination between stakeholders.  
 
In developing countries the lack of procedural standards is even more relevant when 
two different public agencies are working together, concurrently. Procedures 
standardization is required in order to integrate different internal processes which 
demand very clear prior definition of leadership and respective function. Hence, the 
success of the use of a new process depends on the development of relationships 
between stakeholders within the organisations involved. 
 
Proposition (8): The development of effective relationships between stakeholders is 
critical to successful e-government security management. 
 
Information security infrastructures   
Information security systems are mostly defined as systems that protect information 
assets from harm or misuse. Traditionally the main information security services are 
the preservation of confidentiality, integrity and availability of information. Other 
properties such as authenticity, accountability, non-repudiation and reliability are also 
involved [ISO/IEC 17799:2005]. Security mechanisms are the technologies that 
provide the security services; for example digital signatures and firewalls. Technical 
infrastructure that is capable of handling the required volume and type of transactions 
in a secure manner is a necessity in achieving the information assurance objectives.  
 
Historically information security service goals are the preservation of confidentiality, 
integrity and availability of information. Other characteristics that have evolved from 
these basics include authenticity, accountability, non-repudiation and reliability 
[ISO/IEC 17799:2005]. The concepts and principles of information security services 
and mechanisms remain the same no matter where, geographically, ICT is applied. 
Given the same degree of foundational preparedness, it is intuitive that there should 
be no real difference between developing and developed countries. There is the 
question however of the state of a nation’s ICT infrastructure which, for developing 
countries, may present different challenges and priorities that are worthy of mention.  
 
In terms of information security infrastructure, developing countries in general lack 
the necessary security technology structures (Aljifri et al, 2003), such as Public-Key 
Infrastructures (PKI) and adequate encryption systems, to enable a high quality of 
electronic information. These types of technologies can ensure confidentiality and 
provide access control, integrity, authentication and non-repudiation services for 
organizations moving into the information age. This issue is of major concern to many 
developing countries as it underlies efforts to establish access to the information age 
through effective ICTs (UN, 2005). 
 
Proposition (9): Adequate of security infrastructure has an impact on the effectiveness 
of e-government security management. 
 
Change Management  
By implication, change management in the public sector is also topical as systems go 
through development phases (Ostroff, 2006; Ward and Elvin, 1999). Grover et al. 
(1995) identified the key elements of change management as breaking the 
organizational status quo and introducing new practices, new values and new 
structures. In our context change management can be defined as managing change in 
public sector organizations to produce an improvement in the information security 
management. However, public organizations have been characterized by applying an 
incremental, slow and only partly top-down change approach, instead of a rapid and 
top-down manner (Fryer, 2007; Hazlett and Hill, 2003). While this might be true the 
introduction of e-government imposes a strong call for rethinking and reengineering 
most of the management process in the public sector; for example, stressing the 
importance of having a senior IT Director/Manager in charge of IT and security 
programs (Currire, 1996). 
 
In developing countries many organisations often face acute internal resistance when 
implementing new information and communications technology systems as 
employees may view this as a threat to their jobs. Besides individual resistance, 
organizations themselves are conservative inherently and oppose change (Salman, 
2004). 
 
Proposition (10): Change management is the vehicle of process evolution for an 
effective e-government security management. 
 
4 Conclusion 
The majority of ICT management standards and best-practice guidelines have been 
developed by technologically-leading countries. The management of e-government 
security assurance is a relatively recent focus with which even technologically-leading 
countries have unresolved issues. For countries which are still developing 
technologically e-government security management has added issues, mostly to do 
with environmental factors which differentiate them from the implicit assumptions of 
leading countries. Our research question is whether or not the management of e-
government security for developing countries is fundamentally different from that in 
technologically-leading countries. Initial indications are that, although the technology 
itself is essentially the same globally, environment factors influence its application 
and, hence, impact on the resulting degrees of success of e-government 
implementations. 
 
Potential key factors are security culture, security and privacy legislation, 
management commitment, management style, senior management and user 
awareness, skills and training, management change and information security 
infrastructure. A framework is proposed for detailed investigation involving a multi-
methodological approach to determining the feasibility of the existence of 
fundamental differences between the two groups. Clearly, the proposed framework is 
required further testing for thorough empirical validation. It is the position of the 
authors that a multi-methodological approach will be carried out to capture the 
richness of the implementation processes of e-government security program in 
developing countries.  
 
This paper contributes to the open literature in general and to ICT policy developers 
in transitioning environments in particular. In today's Information Age this is a very 
topical issue which is yet to be widely addressed. 
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